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DETAILED ACTION 

1 . This action is responsive to the non-provisional application filed on December 31 , 
2003. Claims 1 - 11 are pending. Claims 1, 5, 10 and 11 are independent. 

Information Disclosure Statement 

2. The information disclosure statement filed on June 1 , 2004 fails to comply with 
37 CFR 1.98(a)(3) because it does not include a concise explanation of the relevance, 
as it is presently understood by the individual designated in 37 CFR 1.56(c) most 
knowledgeable about the content of the information, of each patent listed that is not in 
the English language. It has been placed in the application file, but the information 
referred to therein has not been considered. 

Specification 

3. The disclosure is objected to because of the following informalities: in paragraph 
39 the applicant uses the term disclaim. It is unclear what is meant by this term and is 
possibly a spelling mistake. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

6. Claims 1 - 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Shaun D. Pierce et al's US publication 2003/0084292 A1 and further in view of Rosario , 
Gennaro et al's US Patent 5,907,618. Referring to claim 1 , Pierce teaches creating a 
SOAP envelope (page 2, paragraph 20) the method comprised of: 

a. A token of security information (figure 4) in the header (page 9, paragraph 
89) including a timestamp (page 7, paragraph 76). 

b. Application data encrypted with a session key (page 2, paragraph 19) in 
the body (page 8, paragraph 88). 

c. A digital signature in the header (page 8, paragraph 86) that is encrypted 
(page 8, paragraph 85). 

7. Pierce fails to teach the encryption of the of the secret key using an asymmetric 
key. Gennaro goes on to teach that the use of asymmetric keys is more 
computationally intensive, but more secure so it is common practice to encrypt 
symmetric session keys with an asymmetric key (column 1, lines 41-47). It would have 
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been obvious to modify Pierce to include an asymmetric key encryption, as taught by 
Gennaro, because it makes the message more secure. 

8. Referring to claim 10, Pierce teaches a computer readable medium (page 3, 
paragraph 34) for performing the method of claim land likewise the computer readable 
medium of claim 10. 

9. Referring to claim 2, Pierce teaches that the session key is used to both encrypt 
(page 2, paragraph 19) and decrypt (page 2, paragraph 21) the data . It is inherent that 
the session key is symmetric. 

10. Referring to claim 3, the use of a public key to encrypt the session key makes it 
inherent that this encryption is asymmetric. 

1 1 . Referring to claim 4, since a SOAP message is XML (Pierce, Page 8, Paragraph 
83) it is inherent that the encryption would be using an XML algorithm. 

1 2. Referring to claim 5, Pierce teaches verifying a SOAP envelope the method 
comprised of: 

d. Acquiring a certificate for verifying the signature is not specifically stated, 
but Pierce does state that data would be included with the signature to know 
what algorithm (certificate) to use to verify the signature (page 8, paragraph 86). 

e. Decrypting the encrypted signature in the header of the message with the 
secret key (page 6, paragraph 71). It is not explicitly stated that the signature is 
decrypted, but since it is stated that the signature may be encrypted (page 8, 
paragraph 85), the decryption module would perform the decryption. 
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f. Verifying the restored signature is not specifically stated, but Pierce does 
state that the system would be able to check the validity of the signature (page 8, 
paragraph 86). 

g. Decrypting the encrypted data in the SOAP body with the secret key (page 
2, paragraph 21. 

13. Pierce fails to teach decrypting an encrypted key with the private key of the 
recipient. Gennaro teaches that asymmetric systems are often used to encrypt 
symmetric keys (secret key) (column 1 , lines 44-47) and that only the receiver may then 
decrypt the secret key (column 1 , lines 35-36). It would have been obvious to modify 
Pierce to include decrypting the secret key using the private key, as taught by Gennaro, 
because it makes the transaction more secure. 

14. Referring to claim 1 1 , Pierce teaches a computer readable medium (page 3, 
paragraph 34) for performing the method of claim 5 and likewise the computer readable 
medium of claim 11. 

15. Referring to claim 6, Pierce teaches the passing of the certificate as it is part of 
the security-concerning information (page 8, paragraph 86). In the specification the 
applicant defines a security token as security-concerning information. 

16. Referring to claim 7, Pierce teaches that the session key is used to both encrypt 
(page 2, paragraph 19) and decrypt (page 2, paragraph 21) the data . It is inherent that 
the session key is symmetric. 

17. Referring to claim 8, the use of a private key to decrypt the encrypted key makes 
it inherent that this encryption is asymmetric. 
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18. Referring to claim 9, since a SOAP message is XML (Pierce, Page 8, Paragraph 
83) it is inherent that the encryption would be using an XML algorithm. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cordelia Kane whose telephone number is 571-272- 
7771 . The examiner can normally be reached on Monday - Thursday 8:00 - 5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Joseph Del Sole can be reached on 571-272-1 130. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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